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T h e  w o r l d  i s  a l w a y s  i n  a 

r e f o r m a t i v e ,  r e n e w a l  o r 

rediscovery process and over time, 

human experience has shown that 

the only constant is change. From 

the earliest days of subsistence 

living (nil trading), trade by barter, 

and cash based trading, the world 

has progressed to significantly 

transacting online in the digital 

economy. The technologies of 

Blockchain, Artificial Intelligence 

(AI) and Internet of Things (IoT) are 

the forces driving this economy and 

almost every country, including 

Nigeria is striving not to be left 

behind. The quest for a digital 

economy means more Personal 

Data (PD) will be processed; and 

this has privacy implications. 

In a bid to curtail the ‘negative’ 

implications, various countries 

enacted regulations guiding the 

col lection and processing of 

individuals’ data. Following suit, 

Nigeria enacted the Nigerian Data 

Protection Regulation 2019 (NDPR) 

to guide PD of Data Subjects (DS). 

T h e  c o n c e p t  o f  P D  i s  a  b i t 

complicated, as determining what 

data does or does not amount to 

PD, involves a holistic consideration 

of circumstances. Unfortunately, 

grasping this concept is key to 

complying with the principle of 

Data Protection (DP).  Therefore, 

this article examines the scope of 

PD under the NDPR against the 

b a c k g r o u n d  o f  r e l e v a n t 

ramifications. 

What is Personal Data?

As a matter of law, NDPR does not 

apply to every kind of data; rather it 

applies only to “[PD] of natural 

persons”. This is provided under 

Article 1.2(a) NDPR,  viz: “this 

R e g u l a t i o n  a p p l i e s  t o  a l l 

transactions intended for the 

processing of [PD], ... intended to be 

conducted in respect of natural 

persons in Nigeria”.¹ According to 

Article 1.3(xix) NDPR, PD is “any 

information relating to an identified 

or identifiable natural person (‘Data 

Subject’)...” Certain elements can 

be deduced from this definition: 

‘any information’, ‘relating to’, ‘an 

identified or identifiable ’  and 

‘ n a t u r a l  p e r s o n ’ ;  t h e y  a r e 

respectively considered seriatim 

below. 

i. Any information

This may entail any information 

about an individual processed in an 

automat ic  or  non-automat ic 

medium. It does not matter if the 

information is true or false, about 

the individual.² Such information 

may be in the form of alphabetical, 

n u m e r i c a l ,  g r a p h i c a l , 

photographical or acoustic form, 

provided it represents information 

about an individual.  Thus, a 

statement  about  a  person’s 

working condition or the person’s 

phone or gender or blood group is 

information in this regard. For 

instance, a child who underwent a 

neuro-psychiatric test made a 

drawing representing her family,  

her mood and what she feels about 

the different members of her 

f a m i l y .  T h e  d r a w i n g  w a s 

considered information amounting 

to PD in a court proceeding.³ 
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ii. ‘Relating  To’

This is an important element in 

d e t e r m i n i n g  w h e t h e r  d a t a 

amounts to PD. It was not defined 

in the NDPR but we can assume it 

means information about an 

individual.  According to Article 29 

Working Party, “data relates to an 

individual if it refers to the identity, 

characteristics or behaviour of an 

individual or if such information is 

used to determine or influence the 

way in which that person is treated 

o r  e v a l u a t e d . ” ⁴  I n  c e r t a i n 

circumstances, it may be easy to 

determine when information 

relates  to an indiv idual .  For 

example, grade information in a 

student's transcript relates to the 

s t u d e n t .  B u t  i n  s o m e  o t h e r 

situations, the information may 

indirectly relate to an individual.  

Thus,  information about the 

market value of an individual's 

estate can indirectly relate to him, if 

used to determine tax payable by 

him. 

To determine in all cases whether or 

not an information relates to an 

individual, recourse must be made 

to three elements viz: the content, 

p u r p o s e  a n d  r e s u l t  o f  t h e 

information.⁵ The classification is 

not provided in the NDPR and may 

arguably be considered academic, 

but in reality is helpful guidance. 

The content element occurs when 

information relates to an individual 

regardless of the purpose or impact 

of the information. Thus where the 

content of an information is about 

an individual irrespective of the 

purpose or resultant effect of the 

information, such information 

relates  to an indiv idual .  For 

instance, the medical result of a 

patient contained in a medical 

report relates to such patient. 

The purpose element, relates to 

when the information is used to 

evaluate, learn or influence the 

status or behaviour of an individual. 

For instance, collecting information 

about the market value of Mr. A’s 

house at Lekki Lagos to determine 

t a x  p a y a b l e  b y  h i m .  T h e 

information about the market 

value of the house itself is not a PD; 

but because the purpose relates to 

Mr. A, may make it a PD.  A data can 

become a PD due to the result 

element when the use of the data is 

likely to have an impact on the 

individual. For instance, collecting 

information about the odometer of 

car to determine whether a driver 

drove carelessly either to promote 

or demote him.  It does not matter 

if the potential result is a major or 

minor effect. It is sufficient if an 

individual is treated differently 

b a s e d  o n  t h e  i n f o r m a t i o n 

processed.⁶

It is pertinent to note that the three 
e l e m e n t s  n e e d  n o t  o c c u r 
concurrently, it suffices if one of 
t h e m  i s  p r e s e n t . ⁷  I f  a f t e r 
considering all the circumstances, a 
PD or an information does not 
relate to an individual, such will not 
be protected under the NDPR. For 
instance, emails written by a lawyer 
to their client about the client’s 
matter all contain references to the 
lawyer’s name and place of work, 
which will be the lawyer’s PD. 
However, the contents of the 
emails relates to the client's 
instructions,  rather than the 
lawyers in the engagement team. 
The contents of the emails are not, 
therefore, the lawyers’ PD where 
same represents legal advice to the 
client. However, if a complaint was 
subsequently made about the 
lawyer’s performance or advice, 
and the emails were then used to 
investigate this, the legal advice 
given in them would become PD.⁸
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iii. ‘Identified or identifiable Person’
 According to Article 1.3(xix) NDPR, 

an identified or identifiable person 

is a “natural person who can be 

identified, directly or indirectly, in 

particular  by reference to an 

identifier  such as  a  name,  an 

identification number, location data, 

an online identifier or  to one or 

more factors specific to the physical, 

physiological, genetic, the mental, 

economic, cultural or social identity 

of that natural person; It can be 

anything from a name, address, a 

photo, an email address, bank 

details, posts on social networking 

websites, medical information, and 

other unique identifiers such as but 

not limited to MAC address, IP 

address, IMEI number, IMSI number, 

S I M ,  P e r s o n a l  I d e n t i fi a b l e 

Information (PII)”.

W h e r e  a  p e r s o n  c a n  b e 

distinguished directly, such person 

is identified. But where a person 

can only be distinguished from 

other persons with the help of one 

or more identifiers, such person is 

identifiable. The identification may 

be directly or indirectly. A common 

example of direct identification is 

name. Nevertheless, whether a 

piece of information is capable of 

directly identifying an individual is 

dependent on circumstances. For 

instance, a name may be too 

c o m m o n  t o  b e  c a p a b l e  o f 

identifying an individual and there 

m a y  b e  n e e d  t o  a d d  m o r e 

identifiers to be able to identify 

such person. ‘Jumoke Forsyth’ may 

not identify if a person if there two 

or more persons with the name, but 

‘Jumoke Forsyth working at PN Ltd 

as data analyst’ should be able to 

identify the person. Indirect 

identifiers alone cannot identify an 

individual and there maybe need to 

combine two or more identifiers to 

be able to identify such a person. 

For instance, phone numbers or car 

registrat ion numbers are a l l 

indirect identifiers and require 

further information before it can 

identify an individual. The element 

“identified or identifiable person” is 

very important, because where 

information cannot distinguish  an 

individual, such information will not 

amount to PD.⁹  In determining 

whether a person is identifiable or 

not account should be taken of all 

the means likely reasonably to be 

used either by the controller or by 

any other person to identify the 

said person.¹⁰

iv. ‘Natural person’

This element entails that the 

information or data must relate 

only to living human beings.  This 

means that information relating to 

legal personality or none living 

things are not deemed PD under 

the NDPR. For any information to 

constitute PD under the NDPR such 

information must contain all of the 

four elements listed above. 

Categories of Personal Data

PD are categorised into ordinary PD 

and special or sensitive PD. “ 

‘Sensitive Personal Data’ means data 

relating to religious or other beliefs, 

sexual orientation, health, race, 

ethnicity, political views, trades 

union membership, criminal records 

or any other sensitive personal 

information”.¹¹ It also includes Bank 

Verification Number (BVN), and 

biometrics.¹²  These set of PD 

require high level of consent 

(explicit consent) and care by data 

controllers. Ordinary PD are every 

other data apart from sensitive PD.

Determination: What is and What 

Is Not Considered Personal Data?

I. Personal Data identified by NDPR

NDPR expressly identified the 

f o l l o w i n g  a s  P D :  n a m e ,  a n 

identification number, location data, 

an online identifier, physiological 

data, genetic data, mental data,  

address, a photo, an email address, 

bank detai ls ,  posts  on soc ia l 

networking websites,  medical 

information, and other unique 

identifiers such as but not limited to 

MAC address, IP address, IMEI 

number, IMSI number, SIM, Personal 

Identifiable Information (PII) . 

Notwithstanding the above listed 

data, there is an inexhaustive list of 

what may constitute personal data.
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ii. Incorporated/unincorporated 

data

The definition of PD and DS¹³ 

narrows it down to ‘information 

relating to natural person’. A 

natural person as distinguished 

from a legal person means a living 

human being. Therefore any pieces 

o f  i n f o r m a t i o n  r e l a t i n g  t o 

companies, business names, clubs, 

associations and other similar 

institutions are not PD. Therefore 

company’s registration number 

( R C  N o . ) ,  e m a i l  s u c h  a s 

info@company.com, the name of 

the company, address, etc are not 

PD. But the data of its directors, 

shareholders, and employees are 

PD which are protected under 

NDPR. 

According to a learned author:¹⁴ 

“ A l t h o u g h  t h e  E u r o p e a n 

Commission states that company 

registration is not considered a 

personal data  this writer thinks that 

such a blanket waiver betrays the 

principle of unique identifier and 

context of identification and/or 

processing. It may be favourably 

argued that, where a person’s 

identity and other personal data are 

l i n k e d  t o  h i s / h e r  c o m p a n y ’ s 

registration number, then it may 

necessarily follow that, an unlawful 

p r o c e s s i n g  o f  s u c h  c o m p a n y 

registration number will impact on 

the person’s privacy and data 

protection rights.” Therefore, 

where corporate data relates to 

individuals, in terms of: ‘content’, 

‘purpose’ or ‘result’, such will 

amount to PD. 

iii. Data of Deceased Person

Data of a deceased person is not PD 

because NDPR covers only data of 

“identified or identifiable natural 

p e r s o n ” .  H o w e v e r ,  w h e r e 

deceased data relates to a living 

identifiable person, such data may 

amount to PD protected under 

NDPR.

iv. Structured/Unstructured Data

NDPR recognises two means of 

processing PD: automated and non-

automated (manual filing system).  

Non-automated processing which 

forms part of a filing system is PD. 

“Filing system means any structured 

set of Personal Data which are 

accessible according to specific 

criteria,  whether central ized, 

decentralized or dispersed on a 

functional or geographical basis”.¹⁵ 

An example are papers or file 

arranged in alphabetical order. A 

structured paper file constituted 

PD under NDPR.¹⁶ However, an 

unstructured manual filing data are 

set of raw and disorganised data 

not held as part of a filing system. 

This type of data are not regarded 

as PD. This is because it might be 

impossible to identify data subject 

from the data.

v. Pseudonymised/Anonymised 

Personal Data

These terms are not provided in the 

NDPR. However, European General 

Data Protection Regulation (GDPR) 

defined it as:  “pseudonymisation” 

means the processing of personal 

data in such a manner that the 

personal data can no longer be 

attributed to a specific data subject 

without the use of additional 

information, provided that such 

additional information is kept 

separately and is subject to technical 

and organisational measures to 

ensure that the personal data are 

not attributed to an identified or 

identifiable natural person”.¹⁷  It 

simply allows the original data to be 

redacted to conceal the identity of 

the data subject. For instance, Key-

coded data are good example of 

p s e u d o n y m i s e d  d a t a . 

Pseudonymised data are still PD 

since the process is reversible.¹⁸  

H o w e v e r ,  w h e n  d a t a  a r e 

irreversibly altered to de-identify 

data subject it can no longer 

b e c o m e  P D  a n d  i t  i s  c a l l e d 

anonymisation.   
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vi. Volunteered, Observed and 

Inferred data

Volunteered data are data willingly 

provided by individuals such as 

creating social media profiles or 

using credit card to purchase 

something online.¹⁹ Observed data 

are data generated by recording 

activities of an individual and it 

includes data generated from 

security camera, facial recognition, 

browser cookies etc.²⁰ Majority of 

the data generated from Internet 

of  th ings  are  deemed to  be 

observed data.²¹ Inferred data or 

metadata are data inferred from 

a n a l y s i n g  v o l u n t e e r e d  a n d 

observed data and it is used for 

predictive purpose.²² Both the 

o b s e r v e d ,  v o l u n t e e r e d  a n d 

inferred data are PD.²³

vii. Fictitious social media account 

name

Social media accounts are replete 

with fict it ious usernames or 

information about an individual. 

For instance, it may not be unusual 

to find Facebook, Instagram or 

T w i t t e r  a c c o u n t  n a m e  l i k e 

‘kingmaker’, ‘Lilsexy’ etc. These 

data although not real names of the 

users are regarded by NDPR as PD, 

since they are information capable 

o f  i d e n t i f y i n g  t h e i r  u s e r s  i f 

combined with other factors. 

However, where the fictitious 

name is such to make identification 

impossible, it will not amount to PD.

Conclusion

Understanding the concept of PD is 

very fundamental in complying 

with the provisions of the NDPR. 

Where it becomes difficult to 

determine whether or not a set of 

data amounts to PD, it is advisable 

as a matter of good practice (or 

erring on the side of caution), to 

treat such data with care, and 

observe the provisions of NDPR.
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